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Abstract—This paper is dedicated to the evaluation of
the ROC curve of recently introduced Extreme Seeking
Entropy algorithm. The ROC curve is evaluated for a
trend change in the signal that contains additive Gaussian
noise. The resulting ROC curve of the Extreme Seeking
Entropy algorithm is compared with other adaptive
novelty detection methods, namely Learning Entropy
and Error and Learning Based Novelty Detection as
those algorithms are also evaluating the adaptive weights
increments. The ROC curves are evaluated for multiple
noise variances and area under those ROC curves is
estimated.
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I. INTRODUCTION

Novelty detection (ND) is still an important topic
and adaptive methods are getting importance as more
and more data are processed nowadays. In decades
many different approaches have been developed [1],
[2], [3]. However, every ND method is performing well
for specific data sets, so there is no universal method
at all and thus the new ND methods are still needed.
Two main approaches can be recognized in the ND
topic, statistical (i.e. [4]) and neural network approach.
From this point of view, the Learning Entropy (LE)
[5] and Error and Learning Based Novelty Detection
(ELBND) [6] can be classified as neural network
approaches. The recently introduced Extreme Seeking
Entropy algorithm (ESE) [7] can be classified as a
combination of both.

In this, article we are going to estimate a receiver
operating characteristic (ROC) curves [8] of the LE,
ELBND and ESE algorithms. The ROC curve is a use-
ful tool to visualize the ability of binary classification
systems to classify data as the classification threshold
is changing as well as to compare the performance of
classification systems [9]. The scenario of trend change
detection, where data contains additive gaussian noise,
is evaluated. The trend change detection is a problem
that is related i.e. to fault diagnosis [10]. The ESE,
LE and ELBND methods have been selected as all of
them are evaluating the adaptive weight increments that
are obtained via sample-by-sample learning algorithms
and all of those methods are utilizing simple adaptive
systems to detect novelty in the data.
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II. ADAPTIVE SYSTEM AND LEARNING
ALGORITHM SPECIFICATION

In the experiments, the simple higher order neural
unit (HONU) adaptive model is used. The output of
this model at a discrete time index k is given as

y(k) = wi(k) - 21(k) + wa(k) - 22(k)+
+ws(k) - x1(k) - z2(k) (1)

which is equivalent with form

y(k) = w (k) - (k) 2)
where

w’ (k) = [wi(k), w2 (k), ws(k)] € R®
is the vector of adaptive weights and
2T (k) = [21(k), 2o (k), 21 (k) - 2o(k)] € R®

is the input vector. The vector of adaptive weights is
updated with every new sample obtained, formally the
update of the adaptive weight vector is given as

w(k+1) = wk) + Aw(k), 3)

where Aw(k) is the vector of weights increments. The
initial setting of every adaptive weight is drawn from
uniform distribution U(—1,1).

The generalized gradient descent (GNGD) algorithm
was used for the experiments. The update of this
adaptive algorithm is given as

Aw(k) = n(k)e(k)x(k) )
where e(k) is prediction error given as
e(k) = d(k) —y(k) (5)
and u
2 Y
" w1 + e
(k) = ek —1) — e(k)e(k — D)x! (k)x(k —1)

(IIx(k — D)5 + €e(k — 1))2

where d(k) is the output of the system, u € R is the
learning rate, e € R is a compensation term, and p
is the step size adaptation parameter, which should be
chosen as 0 < p < 1 to preserve the stability of the
GNGD. The learning rate u was set as p = 0.5 for all
experiments.
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III. NOVELTY DETECTION ALGORITHMS

A. Extreme Seeking Entropy Algorithm

The Extreme Seeking Entropy (ESE) algorithm [7]
is utilizing the last n, adaptive weights increments
to detect novelty in the data. With every new adap-
tive weight increment obtained the peak-over-threshold
(POT) method is proceed and if the increment is
bigger than threshold (; given by the POT method,
the parameters of Generalized Pareto distribution are
estimated and the probability of the weight increment
is evaluated. Then ESE is calculated according to
following formula (6).

ESE(|Aw(k)|) = —log [ [(1 = fear, (|Awi(K)])

i=1
(6)
where

Jear: (|Awi(k)[) =

_ [0 ]awik)] <
Fep vy (| 8wi (R)]), | Ay (B)| > .

and Fl¢, ., ;) is cumulative distribution function of the
generalized Pareto distribution with location parameter
1;, scale parameter o; and shape parameter &; and n
is the number of adaptive weights.

Algorithm 1 Extreme Seeking Entropy Algorithm
1: set ng and choose POT method
2: initial estimation of the GPDs parameters &;, fi;,
o; for each adaptable parameter
for each new d(k) do
update adaptive model to get Aw(k)
proceed POT method
if |[Aw;|(k) > (; then
update parameters of GPDs &;, p;, 0;
end if
compute FSE according to (6)
10: end for

R A A

The POT method was chosen according to [11] as
10%, so the parameters of GPD are estimated from the
10% of the highest weight increments.

B. Error and Learning Based Novelty Detection Algo-
rithm

Error and Learning Based Novelty Detection algo-
rithm (ELBND) utilize the prediction error and adap-
tive weight increments [6]. The novelty in the obtained
sample is given as follows.

ELBND(k) = Zn:|e(k:) - Aw; (k)| )

i=1

Note that there are multiple approaches to estimate
ELBND [6], for the experiments we used the sum
version.
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C. Learning Entropy Algorithm

Recently the new version of the Learning Entropy
algorithm has been published [5]. The direct version
avoids the need for multiple scales [12] and estimates
the learning entropy of the obtained sample at discrete
time index k as

n

LE(k) = 2(|Awi(k)|) ®)

i=1

with special z — score that is given as

[ Awi(k)| - [Awl (k= 1)]
o(|Aw} (k- 1)])

where |AwM(k—1)| is the mean of the last M

adaptive ith weight increments and o(|AwM (k —1)|)
is their standard deviation.

z(|Aw;(k)[)

©))

IV. EVALUATION OF THE ROC CURVE

In this section, the ESE algorithm is compared with
the Learning Entropy algorithm and Error and Learning
Based Novelty Detection algorithm. The comparison
is evaluated in trend change detection case with the
synthetic dataset. The structure of the experiment was
chosen as it is in [7] to extend already published
results.

A. Description of the Experiment

The output of the system d at the discrete time index
k is given by the equation

d(k) = 21 (k) + z2(x) + 0.01 - k + v(k)

(10)
0<k<200

where v(k) is additive Gaussian noise with zero mean
and standard deviation o,, and z1(k), zo(k) are in-
puts with values drawn from the uniform distribution
U(—1,1). At time k = 200 there is a step-change in
the signal and the equation (10) changes to

d(k) = z1(k) + zo(x) + (0.01 +6) - k + v(k) an
200 < k < 399

where the value of parameter § is drawn from the
uniform distribution U(—0.02,0.02) and is constant
for the 200 < k£ < 399. The initial estimation of
GPD parameters and LE values was done using 1200
samples that were obtained from the system given by
equation (10). Note that for the ESE algorithm the
value of was set to ny = 1200.

B. Receiver Operating Characteristic

To construct the receiver operating characteristic
(ROC) the dataset with the same number of posi-
tive and negative cases is desirable. Each performed
experiment consists of 400 samples and totally 10
000 experiments were performed. To obtain a suitable
dataset for ROC every experiment was re-sampled as
follows.

ND, (i) = maz{ND(i - 10), ND(i - 10 + 1),

ND(i-1042),...,ND(i-10+9)},
i=0,1,...,39 (12)



where N D(k) represents the novelty measure in data
1.0 —=
P

at the discrete time index k (value of ESE, LE,
ELBND). Every re-sampled data sequence was di-
vided into two sets. Set P contain one positive sample
P = {ND(20)}. Set N contain 39 negative samples,
N = {ND(0),...ND(19), ND(21),... ND(39)}.
For each experiment totally two samples that represents
sets P and IV were used to evaluate ROC, note that the
sample from set N was drawn randomly. Totally there ol p
were 10 000 experiments performed for multiple values ‘ - T e
of noise variance o,,. The values of noise variance were w0k’ ‘ ‘ 7 RANbom
selected as follows o, = {0.1,0.2,0.5,1.0,2.0,2.5} o0 o2 o
ROC curve for trend change detection of the signal

and signal-to-noise ratio (SNR) is evaluated based
Figure 2.
containing additive Gaussian noise with variance ¢ = 0.2 and
corresponding SN R = 30.0 dB. The acronyme ESE is the Extreme
Seeking Entropy, LE is the Learning Entropy, ELBND is the Error
and Learning Based Novelty Detection method and RANDOM is
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from all experiments for each noise variance as
13)

n
the random classifier.

SNR = 10log;, I

o

where o is the standard deviation of the output of the
system. The True positive rate (I'PR) correspond to
hit rate and it is a ratio of true positive cases (17'P) for
a given threshold to the total number of positive cases.

TP !
TPR= — 14 /
R 10000 (14 !

TPR

0.4

0.2 '
e
--- ELBND
—-- RANDOM

False positive rate (F'PR) is given as ratio of false
positive cases (F'P) for given threshold to total number
of negative cases.
F P L
(15) 0o k” : . . .
0.0 0.2 0.4 0.6 0.8 1.0
FPR

PR= —
R 10000
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Figure 3.

containing additive Gaussian noise with variance ¢ = 0.5 and
corresponding SN R = 21.7 dB. The acronyme ESE is the Extreme
Seeking Entropy, LE is the Learning Entropy, ELBND is the Error

C. Results
and Learning Based Novelty Detection method and RANDOM is

The resulting ROC curves for various SNR are

depicted in following Figures 1-6. The blue solid line
depicts the results of the Extreme Seeking Entropy :
the random classifier.

algorithm, the green dotted line Learning Entropy al-
gorithm, the red dashed line Error and Learning Based

Novelty Detection algorithm and black black dash-
dotted line random classifier. For each ROC curve the
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FPR containing additive Gaussian noise with variance ¢ = 1.0 and
corresponding SN R = 16.2 dB. The acronyme ESE is the Extreme
Seeking Entropy, LE is the Learning Entropy, ELBND is the Error
and Learning Based Novelty Detection method and RANDOM is

ROC curve for trend change detection of the signal
the random classifier.

Figure 1.
containing additive Gaussian noise with variance ¢ = 0.1 and
corresponding SN R = 35.8 dB. The acronyme ESE is the Extreme
Seeking Entropy, LE is the Learning Entropy, ELBND is the Error
and Learning Based Novelty Detection method and RANDOM is

area under the curve (AU ROC) was estimated using

the random classifier.
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Figure 5. ROC curve for trend change detection of signal containing
additive Gaussian noise with variance ¢ = 2.0 and corresponding
SNR = 10.88 dB. The acronyme ESE is the Extreme Seeking
Entropy, LE is the Learning Entropy, ELBND is the Error and
Learning Based Novelty Detection method and RANDOM is the
random classifier.
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Figure 6. ROC curve for trend change detection of the signal
containing additive gaussian noise with variance ¢ = 2.5 and
corresponding SINR = 9.2 dB. The acronyme ESE is the Extreme
Seeking Entropy, LE is the Learning Entropy, ELBND is the Error
and Learning Based Novelty Detection method and RANDOM is
the random classifier.

trapezoidal rule:
1
AUROC :/ TRP(FPR) ~
0

19999 TPR(FPR(j)) + TPR(FPR(j + 1))
~ ) 5

-(FPR(j+ 1) — FPR(j))

j=1
(16)

and resulting AUROC's are in following table 1. For
all six experiments, the detection rate was evaluated.
The successful detection is considered if the maximum
in the ND score corresponds with the positive sample.
The results of detection rates are depicted in the
following table II.

V. CONCLUSION

This paper is presenting the ROC curves for trend
change detection problem with artificial data. The ROC
curves and area under ROC curve are evaluated for
various values of SN R as the signal contains additive
Gaussian noise. The comparison of Extreme seeking
entropy algorithm, Learning entropy algorithm and
Error and Learning Based Novelty detection algorithm
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TABLE I

AU ROC FOR TREND CHANGE DETECTION

DETECTION RATES FOR TREND CHANGE DETECTION

AUROC
on | SNR [dB] ESE LE ELBND
0.1 35.8 0.9954 | 0.9952 | 0.8234
0.2 30.0 0.9920 | 0.9912 | 0.8299
0.5 21.7 0.9816 | 0.9777 | 0.8288
1.0 16.2 0.9576 | 0.9496 | 0.8263
2.0 10.8 0.9286 | 0.9214 | 0.8397
2.5 9.2 0.9134 | 0.9056 | 0.8446
TABLE II

Detection rate
on | SNR [dB] | ESE LE ELBND
0.1 35.8 98.88 | 98.92 60.00
0.2 30.0 98.14 | 98.03 59.61
0.5 21.7 95.18 | 95.08 59.65
1.0 16.2 90.42 | 89.96 57.67
2.0 10.8 81.27 | 78.51 57.69
2.5 9.2 75.86 | 71.56 57.16

is shown. From the obtained results it seems that the
ESE and the LE algorithms slightly outperform the
ELBND algorithm in the presented experiments. The
drawback of using ESE is its higher computational
complexity.
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