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Abstract:

The analysis of unknown integrated circuits (ICa3 become very important over the last decadéidrcontext
different invasive and non-invasive procedures hagen developed. However, destructive proceduresetr
suitable because they always damage the IC undestigation. Non-invasive analysis procedures hiree
disadvantage that ICs are analysed using very aagiid time consuming algorithms. This paper pitssiae
first novel non-invasive procedure to determinelim@ar binary multi-input multi-output (MIMO) ICsrdy by

its input-output behaviour. The algorithm presenitedhis paper solves unknown ICs by the abstractb
automata theory. The overall identification proaedwas simulated and fully tested on IEEE ISCASchemark
models as well as user defined models of real T®ss paper will show that for every circuit undest the
function has been successfully determined by tbpgsed identification procedure.

INTRODUCTION

Test:

Nowadays, the investigation of unknown CMOS| Hooeertieay paparsion
integrated circuits has become very important[HA], Gthor o . . Gater ot
[3], [4]. Current ICs consist of very complex Adomaton?

Gather
OWC-IW sets

structures with a great variety of functions and|| g
different behaviours. Since these functions are nol

Separation into
Moore or Mealy
Arrange entries in Automata Arrange entries in
correct order
(low to high)

always known it can be essential to correctly || oo

(low to high)

determine their behaviour. This is for example

required when an IC is obsolete and it is necessary | [ieoessnemni
find out more about the internal structure of this | ——
integrated circuit. Furthermore, it is conceivale NoDS
use structures of discontinued ICs in new IC design mTM’:::"”"S";TMW
or to add new functionality to an existing system.

There is a need to divide the overall analysis into
different parts to make a structured analysis es¢h
ICs possible. The determination of pin types is the
first analysis step which was described by the @sth

in detail in [5]. This is followed by a preliminary
investigation of the IC under test which results in
combinatorial, sequential linear or sequential
nonlinear behaviour as described in [6]. Here,asw
demonstrated that a real IC can be abstracted usin
the traditional model of automaton [7]. However, a
large number of unknown ICs have a nonlinear
behaviour. Therefore, this paper will discuss the
particular problem of the identification of unknown
nonlinear ICs represented by sequential deterrngnist
finite state machines. The overall identification
procedure consists of three parts the separatian in
Moore or Mealy automaton, the preparation
algorithm and the main algorithm. Figure 1 shoves th
main parts of the identification procedure for
nonlinear finite state machines in general which ar
described in detail in the following sections.
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Fig. 1: Identification Procedures in Principle
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SEPARATION INTO MOORE OR random input words are applied and a clock pulse is
MEALY AUTOMATA generated afterwards. In regular intervals a réset

applied to resettable automata to restart the igor
The separation into Moore or Mealy is the firstpste from well defined initial states. The previous ahd
of the overall identification procedure. It is an following output word are recorded at each step.
important improvement of the novel procedure to Additionally, the input word which has caused the
other methods described to simplify the following step is stored. Repeating combinations of thessethr
analysis steps. The different behaviour of Mooréd an values are not saved. However, all differences are
Mealy automata is used for a general classificationcollected using the described procedure. As always
The output of a Moore automaton only depends orthe firstOW(t-1) the change of th@W(t) to multiple
the internal states. Additionally, if the storagesd  applications of different input words is investigeat
the inputs are connected by combinatorial circuitryand is used for the result. If the current outpordv
the automaton is of type Mealy. The test run igtsth.  has two or more following output words when
while a random input word is applied and then aapplying the same input word then the number of
clock pulse is given to the circuit under test.edft these output words relates to the minimum number of
this step, the first input word (‘0’) is applied the  states which share the first output word. Thisakdv
automaton and the resulting output word is stohed. for deterministic automata. Each information set as
the following loop all other input words are apgli® illustrated in Equation (1) is checked if it hasealdy
the circuit, but no clock pulse is caused. The outp occurred. If it has not it is added to the currkstt
words which appear are compared to the stored on&he number of output words found is stored. The
and in case of any differences the automaton isnumber of states, the output words, the input words
classified as a Mealy automaton and the procedure iand the type of the automaton are the basic
finished. If all output words are identical the thex information. The combinations are checked for their
random step is made until the maximum number offirst output word. Due to their order each altemati
cycles is reached. If the last cycle is executetiem  implies a new output word. If entries exist whete a
variance in output words was found, the automatonany time input words and output words are equal but
will be considered as a Moore automaton during thethe following states are different, then the list i

following analysis. rearranged. The detection of such entries is pitoatf
a minimum of two states exists with the same output
PREPARATION ALGORITHM word. The input word, which causes most output

. words following a particular output word, is lateal
After the type of the automaton was determined the;g most significant input word (MSIW). With the

main algorithm is prepared by several process stepsyg|p of the most significant input words it is piods
This preparation is an important step to provide any, separate states that have the same output wdrd a
efficient mode of operation of the analysis. Howeve e same input word is applied but the following
the identification procedure must firstly find one output word is a different one. For instance, Bréh
initial state of the automaton. In the simplestecd®  \,5id be three such entries there will be at |daste
initial state can be reached by a reset pin canlmol  giates related to this output word. After all egrare
other ICs the reset can be carried out bymade the information is interpreted. The total namb
disconnection of power supply which is also called ¢ finally found differences forms the number of
power-on-reset. However, an initial state can &80 gecyrely distinguishable states. This means, that i
found using suitable process steps if such a reselossible to compare two sets @WW(t-1): IW: OW(t)
capability does not exist. After an initial stat&sv {5 5 Moore automata @WC(t-1); IW: OWC(Y) for a
found the preparation can be carried out. Firs, th \ealy automata there is no difference in the actual
information about the input-output words (OWS) 0r gets phut only in the result of the investigatiohe Tuse
input-output  word ~ combinations  (OWCs) ~ are f 5 number of distinguishable states severelyaesiu
gathered. These sets are recorded as shown ifhe necessary investigation depth of the integrated

Equation (1). circuit. Equation (2) shows the calculation of the
{3 ow(t-1);1w;0ow(t) ) number of distinguishable states (NoDS).
{2} owc(t-1);w;owc(t) NoDS = > significance )

MSW
If the analysis has identified a Moore automatoni|f this number is equal to the real number of state

set {1} is used. Set {2} is used in the case of @adl§  then the automaton can be identified directly.
automaton. The following steps and parts of theQOtherwise, it is not possible to determine the
algorithm are explained for a Mealy automaton andautomaton in only one step. The classification into
are carried out in an analogous manner for MooreMoore or Mealy automata as well as the
automata. However, for a Moore automaton only aconsideration of the number of distinguishableestat
single output word is processed instead of all autp are important parts of the analysis procedure. The
word combinations. The different states are sepdrat preparation results are used to fully solve such
relative to their obvious differences in their auttp problems by the main algorithm which will be
behaviour before the algorithm is started. Theesfor described in the next section.



MAIN ALGORITHM distinctive feature. Therefore, all following outpu
L o words (FOWSs) of the previous final points are also
After the initial investigation of the unknown 1@&  gathered. This classification is continued untie th
main algorithm is carried out which is the majortpa sjgnificance of the trees is sufficient to clearly
of the analysis procedure for nonlinear FSMs. Itseparate occurring states. Traditional solutions
consists of several blocks and works similar for yaqyire the knowledge of the maximum number of
Moore and Mealy automata. First, the required lengt siates [3]. This is an essential disadvantage as th
of the investigation tree is determined. To deteeni  aximum number of states is not available in
the state tree length is important to record tiaest practice. However, the restriction to resettable
transitions and in order to afterwards correctly gytomata or automata with a definable entry point
identify the unknown IC. After the determination of provides the possibility to determine the number of
the tree length the IC under investigation is ceeck states using an iterative approximation without any
if a reset capability exists or an entry point is knowledge of the real number of states. The more
determinable. In the next step the algorithm qserie precisely the initial value is predefined the fastad
the solution type. These are the fast or the Slowsafer the solution of the investigated unknown
identification. Basically, both the fast and thevsl  gutomata is found out. As previously described the
analysis produced the same results. Normally, @e | jnjtja| value can be either given by the user or is
under test is analysed by the fast identification. gerived from the number of distinguishable stabes.
However, in case of insufficient RAM it is not this case the number of discriminable states
possible to process the algorithm using the fastepresents the minimum number of states. A
identification. Therefore, it automatically switsh®d  predefined number of states is added to this number
the slower solution which uses less RAM but require of gistinguishable states. From this predefined
more evaluation time. The maximum number of nymper it is expected that many other similar state
states needs not to be known to proceed with theyist, which are not distinguishable by only onepst
algorithm. In most cases the number of states (NOSHere, a preliminary reduction is possible becabse t
can be calculated using iteration. The initial eaf@n  siates are compared in relation to their curretpuu
be either given by the user or is determined frben t \yord as well as their following output word.
number of distinguishable states. If the real numbe
of states is not known the number of distinguis@abl RESULTS
state for the initial value can be calculated
NoS = NoDS + 2. The added two is based on fact thatn this section the results of the nonlinear
it is the number of guessed and not identifiedestat identification procedure will be discussed. Theotlye
This number can be chosen in a free range. Iflaehig presented in this paper was verified using both
value will be chosen the likelihood increases twlfi simulation and real hardware tests. The IC models
distinguishable states in each identification cyclewere analysed having unknown as well as known
which would previously not have been detected. Atnumber of internal states using MATLAB [8]. The
the same time the investigation complexity increase following tables will show the results of the
If the addend ‘2’ is too high this advantage cobéd  simulation and the hardware analysis of the noaline
lost and converted into a disadvantage. The itmati identification procedure. Furthermore, for each stod
to the real number of states is carried out afemhe the result with unknown as well as known number of
cycle of the main algorithm. The idea behind the states is shown. Table 3a first shows the simulatio
identification of unknown ICs is similar to the geal results where NoFS is the number of states found.
classification of states using the data prepareithén  Moreover, STT is the state transition table and OF
previous determination of the number of represents the output function.
distinguishable states. Using deterministic autanaat
state has to have the same response at the outpiable 3a: Simulation Results (Unknown NoS)

caused by the same input word which means the |G TP o 11N | pomte | Fona | e
achievement of the same following state. If twdesta T B B T = e
differ in their internal bit combination but always T B S o e e
respond equally at the outputs then the algorithm BOG | Moo [ Moore | 13 | 13 | ves | yes | D7
identifies these states as only one state. Wit thee MM LR ] e

automaton is not only identified but also reduced.lIt can be seen from Table 3a that the algorithnmdou
However, several states can share the same outptite correct type of all unknown ICs under
word. This is valid for all output words. Therefpie  investigation. Moreover, the correct number ofestat

is possible that all output words of two states arewas always found. Hence, the correct state table as
identical without any redundancy. For a final well as the correct output function were in all@&sas
distinction of states their state trees are ingestid. ~ successfully found. In case, that the exact nurolber

A state tree contains information of particularpait  States is known Table 3b shows the simulation
words which are causes by the respective input wordesults. Here, the same implementations were
applied. As previously described the evaluatiothef  analysed with known number of states instead the
following output word is an adequate further initial number of states (NoS) equal to zero.



However, the algorithm introduced was developed to:
analyse nonlinear FSM.

Table 3b: Simulation Results (Known NoS)

Circuit FSM | NoS | NoFS STT
Name Found Found?
EC1 Mealy
ELSI Mealy
ENLSI Mealy
$27 Mealy
B06 Moore
c17 Mealy

Evaluation
Time
0,355
34.3s
34 0s
8,74s
2.94s
2048.4s
= 34,Imin

Type of
FSM
Mealy
Mealy
Mealy

oo co|—

Mealy
Moore
Mealy

sy

1

algorithm is then capable to determine the real
number of states. Furthermore, an automatic
separation into Moore or Mealy automaton was
developed, which is based on their different logic
structures. This separation was achieved by applyin
random input words to the unknown system. From
the output responses of the automata their behaviou
was then determined. The correct operation was
verified through the implementation of several IEEE

As can be seen from Table 3a and 3b combinatoriabenchmark ICs as well as user defined IC models.
as well as linear sequential FSM can also beThe procedure described successfully solves the

identified using the novel algorithm. Furthermateg

evaluation time in the right column shows that the
simulation is accomplished within less than an hour
for even complex circuits. In the next step all IC

identification problem of nonlinear finite state
machines for the first time. Therefore, in conabusi
this paper has presented a novel non-destructive
reverse engineering procedure for structured aisalys

models were implemented into hardware which areof nonlinear digital unknown CMOS ICs.

presented in Table 4a and Table 4b.

Table 4a: Hardware Analysis (Unknown NoS)
FSM NoS | NoFS | STT OF
Found Found? | Found?
Mealy yes yes

Evaluation
Time
7713,6s
—2.14h
62110,0s
=17.25h
621270s
=17,26h
615580.0s
=7.12d

Circuit
Name
EC1

Type of
FSM
Mealy

1

ELSI | Mealy | Mealy 8

ENLSI | Mealy | Mealy 8|

$27 | Mealy | Mealy 5

BOG6 Moore 13 114565

=3.18h

Moore

Table 4b: Hardware Analysis
Circuit FSM NoS
Name Found
EC1 Mealy

(Known NoS)

NoFS STT OF
Found? | Found?
yes yes

Evaluation
Time
2827s
= 4,7min
39124,0s
=10.9h
39117.0s
=99
466562.0s

Type of
FSM
Mealy

1

ELSI | Mealy | Mealy | & yes

ENLS1 | Mealy | Mealy 8

$27 | Mealy | Mealy

2758.0s
=46,0min

BO6 Moore | Moore 13

As can be seen in Table 4a and Table 4b in ea&h cas

the novel algorithm found the correct type of
unknown IC. The evaluation time in the right column
in Table 4a shows that about one week is needed t
identify the complex benchmark S27. The other IC

models can be determined in less than a day.

However, it is even possible to identify the expeéct

state transition table as well as the correct dutpu
function. In case that the exact number of stages i
known the hardware analysis shown as presented i

Table 4b was used. From Table 4b it can be seén tha

in each case the nonlinear detection algorithm doun
the correct type of the unknown IC.

CONCLUSION

This paper has proposed a novel identification
procedure to fully determine nonlinear ICs which

possesses several vital improvements compared to

traditional procedures. Traditional non-invasive
identification procedures always required somerprio
knowledge of the number of internal states to
correctly determine the internal function of the IC
under investigation. In practice the number ofestat

is however, mostly unknown. Therefore, a novel
iteration procedure was developed by which the
algorithm firstly independently approximates the
number of states. From this approximation the nove
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